
CIT245 : IT Security: Penetration Testing 

This course provides students with hands-on experience and knowledge of the most prominent attack 
vectors. Students mimic the skills of  advanced hackers finding and protecting network and system 
flaws. This course completes the preparation for students to take the CEPT (Certified Expert 
Penetration Tester) certification exam. Prior to starting the course, students are required to sign an 
agreement stating all knowledge learned in this course will not be used for illegal or malicious purposes. 
Credits  3 
Prerequisites 
CIT243: IT: Advanced Ethical Hacking II or a CEH Certified Ethical Hacker Certification. Certifications 
must have been earned within the past 5 years. 
Semester Offered 
Spring 
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